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and/or authorized contracting firm
background investigations;

(7) Security and Investigations
Files—SBA 27, contains records gath-
ered or created during preparation for,
conduct of, and follow-up on investiga-
tions conducted by OIG, the FBI, and
other Federal, State, local, or foreign
regulatory or law enforcement agencies
as well as other material submitted to
or gathered by OIG in furtherance of
its investigative function; and

(8) Standards of Conduct Files—SBA
29, contains records on confidential em-
ployment and financial statements of
employees Grade 13 and above.

(b) These systems of records are ex-
empt from the following provisions of
the Privacy Act and all regulations in
this part promulgated under these pro-
visions:

(1) 552a(c)(3) (Accounting of Certain
Disclosures);

(2) b52a(d) (Access to Records);

(3) bb2a(e)(1), 4G, H, and I (Agency Re-
quirements); and

(4) 552a(f) (Agency Rules).

(c) The systems of records described
in paragraph (a) of this section are ex-
empt from the provisions of the Pri-
vacy Act described in paragraph (b) of
this section in order to:

(1) Prevent the subject of investiga-
tions from frustrating the investiga-
tory process;

(2) Protect investigatory material
compiled for law enforcement purposes;

(3) Fulfill commitments made to pro-
tect the confidentiality of sources and
to maintain access to necessary
sources of information; or

(4) Prevent interference with law en-
forcement proceedings.

(d) In addition to the foregoing ex-
emptions in paragraphs (a) through (c)
of this section, the systems of records
described in paragraph (a) of this sec-
tion numbered SBA 4, 16, 17, 24, and 27
are exempt from the Privacy Act ex-
cept for subsections (b), (c)(1) and (2),
(e)(4)(A) through F, (e)(6), (7), (9, (10)
and (11) and (i) to the extent that they
contain:

(1) Information compiled to identify
individual criminal offenders and al-
leged offenders and consisting only of
identifying data and notations of ar-
rests, confinement, release, and parole
and probation status;
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(2) Information, including reports of
informants and investigators, associ-
ated with an identifiable individual
compiled to investigate criminal activ-
ity; or

(3) Reports compiled at any stage of
the process of enforcement of the
criminal laws from arrest or indict-
ment through release from supervision
associated with an identifiable indi-
vidual.

(e) The systems of records described
in paragraph (d) of this section are ex-
empt from the Privacy Act to the ex-
tent described in that paragraph be-
cause they are records maintained by
the Investigations Division of the OIG,
which is a component of SBA which
performs as its principal function ac-
tivities pertaining to the enforcement
of criminal laws within the meaning of
5 U.S.C. 552a(j)(2). They are exempt in
order to:

(1) Prevent the subjects of OIG inves-
tigations from using the Privacy Act
to frustrate the investigative process;

(2) Protect the identity of Federal
employees who furnish a complaint or
information to the OIG, consistent
with section 7(b) of the Inspector Gen-
eral Act of 1978, 5 U.S.C. app. 3;

(3) Protect the confidentiality of
other sources of information;

(4) Avoid endangering confidential
sources and law enforcement personnel;

(5) Prevent interference with law en-
forcement proceedings;

(6) Assure access to sources of con-
fidential information, including that
contained in Federal, State, and local
criminal law enforcement information
systems;

(7) Prevent the disclosure of inves-
tigative techniques; or

(8) Prevent the disclosure of classi-
fied information.

§102.40 Computer matching.

The OCIO will enforce the computer
matching provisions of the Privacy
Act. The FOI/PA Office will review and
concur on all computer matching
agreements prior to their activation
and/or renewal.

(a) Matching agreements. SBA will
comply with the Computer Matching
and Privacy Protection Act of 1988 (5
U.S.C. 552a(0), bb2a notes) . The Privacy
Protection Act establishes procedures
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Federal agencies must use if they want
to match their computer lists. SBA
shall not disclose any record which is
contained in a system of records to a
recipient agency or non-Federal agency
for use in a computer matching pro-
gram except pursuant to a written
agreement between SBA and the recipi-
ent agency or non-Federal agency
specifying:

(1) The purpose and legal authority
for conducting the program;

(2) The justification for the purpose
and the anticipated results, including a
specific estimate of any savings;

(3) A description of the records that
will be matched, including each data
element that will be used, the approxi-
mate number of records that will be
matched, and the projected starting
and completion dates of the matching
program;

(4) Procedures for providing individ-
ualized notice at the time of applica-
tion, and periodically thereafter as di-
rected by the Data Integrity Board,
that any information provided by any
of the above may be subject to
verification through matching pro-
grams to:

(i) Applicants for and recipients of fi-
nancial assistance or payments under
Federal benefit programs, and

(ii) Applicants for and holders of po-
sitions as Federal personnel.

(5) Procedures for verifying informa-
tion produced in such matching pro-
gram as required by paragraph (c) of
this section.

(6) Procedures for the retention and
timely destruction of identifiable
records created by a recipient agency
or non-Federal agency in such match-
ing program;

(7) Procedures for ensuring the ad-
ministrative, technical, and physical
security of the records matched and
the results of such programs;

(8) Prohibitions on duplication and
redisclosure of records provided by
SBA within or outside the recipient
agency or non-Federal agency, except
where required by law or essential to
the conduct of the matching program;

(9) Procedures governing the use by a
recipient agency or non-Federal agency
of records provided in a matching pro-
gram by SBA, including procedures
governing return of the records to SBA
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or destruction of records used in such
programs;

(10) Information on assessments that
have been made on the accuracy of the
records that will be used in such
matching programs; and

(11) That the Comptroller General
may have access to all records of a re-
cipient agency or non-Federal agency
that the Comptroller General deems
necessary in order to monitor or verify
compliance with the agreement.

(b) Agreement specifications. A copy of
each agreement entered into pursuant
to paragraph (a) of this section shall be
transmitted to OMB, the Committee on
Governmental Affairs of the Senate
and the Committee on Governmental
Operations of the House of Representa-
tives and be available upon request to
the public.

(1) No such agreement shall be effec-
tive until 30 days after the date on
which a copy is transmitted.

(2) Such an agreement shall remain
in effect only for such period, not to
exceed 18 months, as the Data Integ-
rity Board determines is appropriate in
light of the purposes, and length of
time necessary for the conduct, of the
matching program.

(3) Within three (3) months prior to
the expiration of such an agreement,
the Data Integrity Board may without
additional review, renew the matching
agreement for a current, ongoing
matching program for not more than
one additional year if:

(i) Such program will be conducted
without any change; and

(ii) Each party to the agreement cer-
tifies to the Board in writing that the
program has been conducted in compli-
ance with the agreement.

(c) Verification. In order to protect
any individual whose records are used
in matching programs, SBA and any
recipient agency or non-Federal agency
may not suspend, terminate, reduce, or
make a final denial of any financial as-
sistance or payment under the Federal
benefit program to such individual, or
take other adverse action against such
individual as a result of information
produced by such matching programs
until such information has been inde-
pendently verified.
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(1) Independent verification requires
independent investigation and con-
firmation of any information used as a
basis for an adverse action against an
individual including, where applicable:

(i) The amount of the asset or income
involved,

(ii) Whether such individual actually
has or had access to such asset or in-
come or such individual’s own use, and

(iii) The period or periods when the
individual actually had such asset or
income.

(2) SBA and any recipient agency or
non-Federal agency may not suspend,
terminate, reduce, or make a final de-
nial of any financial assistance or pay-
ment under a Federal benefit program,
or take other adverse action as a result
of information produced by a matching
program,

(i) Unless such individual has re-
ceived notice from such agency con-
taining a statement of its findings and
information of the opportunity to con-
test such findings, and

(ii) Until the subsequent expiration
of any notice period provided by the
program’s governing statute or regula-
tions, or 30 days. Such opportunity to
contest may be satisfied by notice,
hearing, and appeal rights governing
such Federal benefit program. The ex-
ercise of any such rights shall not af-
fect rights available under the Privacy
Act.

(3) SBA may take any appropriate ac-
tion otherwise prohibited by the above
if SBA determines that the public
health or safety may be adversely af-
fected or significantly threatened dur-
ing the notice period required by para-
graph (¢)(2)(ii) of this section.

(d) Sanctions. Notwithstanding any
other provision of law, SBA may not
disclose any record which is contained
in a system of records to a recipient
agency or non-Federal agency for a
matching program if SBA has reason to
believe that the requirements of para-
graph (c) of this section, or any match-
ing agreement entered into pursuant to
paragraph (b) of this section or both,
are not being met by such recipient
agency.

(1) SBA shall not renew a matching
agreement unless,

(i) The recipient agency or non-Fed-
eral agency has certified that it has
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complied with the provisions of that
agreement; and

(ii) SBA has no reason to believe that
the certification is inaccurate.

(e) Review annually each ongoing
matching program in which the Agency
has participated during the year, either
as a source or as a matching agency in
order to assure that the requirements
of the Privacy Act, OMB guidance, and
any Agency regulations and standard
operating procedures, operating in-
structions, or guidelines have been
met.

(f) Data Integrity Board. SBA shall es-
tablish a Data Integrity Board (Board)
to oversee and coordinate the imple-
mentation of the matching program.
The Board shall consist of the senior
officials designated by the Adminis-
trator, to include the Inspector Gen-
eral (who shall not serve as chairman),
and the Senior Agency Official for Pri-
vacy. The Board shall:

(1) Review, approve and maintain all
written agreements for receipt or dis-
closure of Agency records for matching
programs to ensure compliance with
paragraph (a) of this section and with
all relevant statutes, regulations, and
guidance;

(2) Review all matching programs in
which SBA has participated during the
year, determine compliance with appli-
cable laws, regulations, guidelines, and
Agency agreements, and assess the
costs and benefits of such programs;

(3) Review all recurring matching
programs in which SBA has partici-
pated during the year, for continued
justification for such disclosures;

(4) At the instruction of OMB, com-
pile a report to be submitted to the Ad-
ministrator and OMB, and made avail-
able to the public on request, describ-
ing the matching activities of SBA, in-
cluding,

(i) Matching programs in which SBA
has participated;

(ii) Matching agreements proposed
that were disapproved by the Board;

(iii) Any changes in membership or
structure of the Board in the preceding
year;

(iv) The reasons for any waiver of the
requirement described below for com-
pletion and submission of a cost-ben-
efit analysis prior to the approval of a
matching program;
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(v) Any violations of matching agree-
ments that have been alleged or identi-
fied and any corrective action taken;
and

(vi) Any other information required
by OMB to be included in such report;

(5) Serve as clearinghouse for receiv-
ing and providing information on the
accuracy, completeness, and reliability
of records used in matching programs;

(6) Provide interpretation and guid-
ance to SBA offices and personnel on
the requirements for matching pro-
grams;

(7) Review Agency recordkeeping and
disposal policies and practices for
matching programs to assure compli-
ance with the Privacy Act; and

(8) May review and report on any
SBA matching activities that are not
matching programs.

(g) Cost-benefit analysis. Except as
provided in paragraphs (e)(2) and (3) of
this section, the Data Integrity Board
shall not approve any written agree-
ment for a matching program unless
SBA has completed and submitted to
such Board a cost-benefit analysis of
the proposed program and such anal-
ysis demonstrates that the program is
likely to be cost effective. The Board
may waive these requirements if it de-
termines, in writing, and in accordance
with OMB guidelines, that a cost-ben-
efit analysis is not required. Such an
analysis also shall not be required
prior to the initial approval of a writ-
ten agreement for a matching program
that is specifically required by statute.

(h) Disapproval of matching agree-
ments. If a matching agreement is dis-
approved by the Data Integrity Board,
any party to such agreement may ap-
peal to OMB. Timely notice of the fil-
ing of such an appeal shall be provided
by OMB to the Committee on Govern-
mental Affairs of the Senate and the
Committee on Government Operations
of the House of Representatives.

(1) OMB may approve a matching
agreement despite the disapproval of
the Data Integrity Board if OMB deter-
mines that:

(i) The matching program will be
consistent with all applicable legal,
regulatory, and policy requirements;

(ii) There is adequate evidence that
the matching agreement will be cost-
effective; and
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(iii) The matching program is in the
public interest.

(2) The decision of OMB to approve a
matching agreement shall not take ef-
fect until 30 days after it is reported to
the committees described in paragraph
(h) of this section.

(3) If the Data Integrity Board and
the OMB disapprove a matching pro-
gram proposed by the Inspector Gen-
eral, the Inspector General may report
the disapproval to the Administrator
and to the Congress.

§102.41 Other provisions.

(a) Personnel records. All SBA per-
sonnel records and files, as prescribed
by OPM, shall be maintained in such a
way that the privacy of all individuals
concerned is protected in accordance
with regulations of OPM (5 CFR parts
293 and 297).

(b) Mailing lists. The SBA will not sell
or rent an individual’s name or ad-
dress. This provision shall not be con-
strued to require the withholding of
names or addresses otherwise per-
mitted to be made public.

(c) Changes in systems. The SBA shall
provide adequate advance notice to
Congress and OMB of any proposal to
establish or alter any system of records
in order to permit an evaluation of the
probable or potential effect of such
proposal on the privacy and other per-
sonal or property rights of individuals
or the disclosure of information relat-
ing to such individuals, and its effect
on the preservation of the constitu-
tional principles of federalism and sep-
aration of powers.

(d) Medical records. Medical records
shall be disclosed to the individual to
whom they pertain. SBA may, how-
ever, transmit such information to a
medical doctor named by the request-
ing individual. In regard to medical
records in personnel files, see also 5
CFR 297.205.

PART 103—STANDARDS FOR
CONDUCTING BUSINESS WITH SBA

Sec.

103.1 Key definitions.

103.2 Who may conduct business with SBA?

103.3 May SBA suspend or revoke an
Agent’s privilege?
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